NHOOPMAILIMOHHASA ITAMATKA
JJIA YHAILIUXCA

C KaxIpIM TOJIOM MOJOJIC)KU B HWHTEPHETE CTAHOBUTHCS OOJble, a
IIKOJIBHUKU OJHHM W3 CaMbIX AKTUBHBIX IOJIb30BaTesie PyHera. Mexny Ttem,
MIOMHUMO OTPOMHOTO KOJIMYECTBAa BO3MOXKHOCTEHM, MHTEPHET HECET U MPOOJIEMBI.
OTa naMsATKa JOJKHA MOMOYb TeOe 0e30acHO HAaXOAUTHCS B CETH.

KoMmnibroTepHbie BUPYCHI

KoMmnbroTepHblii BUpYC - ATO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOrPaMM,
OTJIMYUTENBHON  OCOOEHHOCTBIO  KOTOPOM  SIBISIETCA  CIOCOOHOCTh K
pa3MHOXeHUI0. B nomonHeHue K 3TOMY, BHUPYCHI MOTYT NOBPEIUTH WU
MOJIHOCTBIO YHUYTOXUTH BCe (Pailiibl U 1aHHbIE, TOJKOHTPOJbHBIE MOJIB30BATENIO,
OT MMEHH KOTOpOro Oblga 3alylleHa 3apaK€HHas [porpamma, a TaKkke
MOBPEIUTh WU AK€ YHUUTOKHUTH ONEPALIMOHHYIO CUCTEMY CO BCeMU (aiiamu B
1esioM. B OosbIIMHCTBE cilyyaeB paclpoCTPaHsOTCS BUPYChl YEpE3 HHTEPHET.

Mertoabl  3alATBI  OT  BPEXOHOCHBIX
MporpamMm:

v Hcnons3yii COBPEMEHHBIEC
ONEPALMOHHBIE CHCTEMBI, HMEIOIIUE
CEepPhE3HBIA  YPOBEHb  3alUTBI  OT
BPEIOHOCHBIX ITPOTpaMM;

v TIOCTOSHHO  yCTaHaBIMBail  IaYTH
(undpoBbIe 3aIUIaTKH, KOTOPbIE aBTOMATHYECKH YCTAHABIUBAIOTCS C IIEJIBIO
T0pabOTKK TIpOrpaMMbl) WU JpPyTrHe OOHOBJICHHUS CBOEH OIEepariOHHON
cuctembl. CkaunBail UX TOJBKO ¢ O(UIMANBHOTO caiita pa3zpaboruuka OC.
Ecnu cymecTByeT pekuM aBTOMAaTUYECKOTO OOHOBIICHHUS, BKIIIOYH €T0;

v Paboraifi Ha CBOEM KOMIIBIOTEPE IO IpaBaMHU IIOJb30BATENs, a He
aIMUHUCTPATOPA. ITO HE MO3BOJUT OONBIIHHCTBY BPEAOHOCHBIX MPOTPAMM
WHCTAJUIUPOBATHCS. HA TBOEM IIEPCOHAIIBHOM KOMIBIOTEPE;

v Wcnonb3yii  aHTHBUPYCHBIE  IPOTPAMMHBIE  MPOXYKTHl  HM3BECTHBIX

IPOU3BOJIUTENIEH, C aBTOMAaTUYECKIM OOHOBJICHUEM 0a3;

Orpannyb GU3HYECKUI TOCTYN K KOMIBIOTEPY IS MOCTOPOHHUX JIHUIL;

Hcnonp3yii BHENTHIE HOCUTETU MHPOPMAITNH, TAKUE KaK (IIeTika, TUCK WIN

¢aiin u3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX NCTOYHUKOB,;

v’ He oTkpbIBaii KOMIBIOTEpHBIC (Daiiiibl, MOJyYCHHBIE M3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (paiinbl, KOTOpBIE MpHUCTAT TBOW 3HAKOMBIN. Jlydie
YTOYHH Y HETO, OTIPABIISLI JIK OH TeOE UX.

AN



- Cern WI-FI
(‘@’) Wi-Fi - sTro He BuMA mepemauM JaHHBIX, HE

TEXHOJIOTHUS, a BCEro Juub Opens, mapka. Eme B 1991
rojly HUJEpPJAHJCKas KOMIIAHMS 3aperucTpupoBasa

openn « WECAy, uro o603Ha4aso cioBocouetanue «\Wireless Fidelity», kotopsiii
NepeBoIUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Haiero BpeMeHH Joluia Apyras abOopeBuatypa, KOTopast sSBJISE€TCS TaKOU

ke TexHosoruer. I1o ab6pemarypa «Wi-Fi». Takoe Ha3BaHHEe OBLIO JaHO C
HAMEKOM Ha CTaHAapT BbIcIIeld 3BykoBou TexHuku Hi-Fi, 4ro B mepeBoje
03HAYACT «BBICOKAS TOUHOCTH.

lla, OecrnaTHBIN HHTCPHCT-AOCTYII B Ka(‘pe, OTCJX M aspornopTax ABJISACTCA

OTJINYHOM BO3MOYHOCTBIO BbIXOJla B MHTEpHET. HO MHOTrHE AKCHepThl CUUTAIOT,
gyt0 obmeaoctynubie Wi-Fi ceTu He sSBIAIOTCS 0€30MacHBIMHU.

0

0

0

CoBeTbI M0 6€30MACHOCTH PAadOTHI B 001IeT0CTYHBIX ceTsix Wi-fi:

He nepenaBaii cBoro nuuHyo uHbopMainio depe3 oodmenoctymubie Wi-Fi
cetu. PaboTtas B HUX, *KeJNaTeIbHO HE BBOAMTH MAPOJIUA JIOCTYIIA, JJOTUHBI U
KaKhe-TO HoMepa;

Hcnons3yli 1 OOHOBIISIM aHTUBUPYCHBIE MporpaMMbl M Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKayKu BUpyca Ha TBOE YCTPOUCTBO;

[Tpu ucnonp3zoBannu Wi-Fi otkimoun Gpyakinmio «O0muii qoctyn k daitinam
u npuHTepam». JlanHas QyHKIMS 3aKpbiTa [0 YMOJIYAaHHUIO, OJHAKO
HEKOTOpHIE MOJIb30BATENId AKTUBUPYIOT €€ NIl yI0OCTBA MCIIOJIb30BAHUS B
paboTe wim yuebe;

He wucnonws3yit nybmuuneii WI-FI  nns mepemaun nWYHBIX  TaHHBIX,
HAIIpUMep TSl BBIXOJ1a B COIMATBHBIC CETH MJIU B DJIEKTPOHHYIO TIOUTY;
Ucnonb3yit Tonpko 3amuiieHHoe coenuHenue yepe3 HTTPS, a ne HTTP,
T.C. IpH Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOwmmeHOM Tenedone otkimrounm (yHkmmo «llogkmrouenne k Wi-Fi
aBpTomMaruyeckn». He  nmomyckalh  aBTOMAaTHYE€CKOTO  MOJKIIOYCHUSA
ycTporicTBa Kk cetssm Wi-Fi 6e3 TBoero coriacus.

ConuajbHbIE CeTH

HaIly >KU3Hb, MHOTHE JIIOIA paboTaloT M
KUBYT TaM TMOCTOsiHHO, a B Facebook yxke
3apPETUCTPUPOBAH MUJIIMAP]T YEJIOBEK, YTO
SIBISIETCS OJHOM CEObMOM BCEX KHUTEICH
IaHeTel.  MHOrME  TOJB30BaTSIM  HE
MMOHUMAIOT, YTO MH(MOpMAITUs, pa3MelIeHHAs

COI_II/IaJIBHBIe CCTHU AKTHBHO BXOIAT B




MMU B COLMAIBHBIX CETSX, MOXKET OBbITh Hal/IeHa U UCIIOJIb30BaHA KEM YI'OJIHO, B
TOM 4YHCIie HE 00A3aTENIbHO C OJIarUMU HAMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30IIACHOCTH B COLHAJIBHBIX CETHX!

+ Orpanuyb CIHCOK Apy3eil. V Te6s B Ipy3baX HE JAODKHO OBITh CAyYalHbBIX M
HE3HAKOMBIX JIIOJICH;

+ 3amumaii cBOI0 4acTHYIO H3Hb. He ykaseBaii mapouu, Tene(oHbl, aapeca,
JaTy TBOETO POXKACHUS U IPYTyIO JTUYHYIO HHPOPMALIUIO. 3T0YMBIIUICHHUKI
MOTYT MCHOJb30BaTh Ja)xe HMH(POPMALUIO O TOM, KaK Thl U TBOU POAUTENN
IJJAHUPYETE NPOBECTU KAHUKYJIBI;

+ 3amuiuaii CBOI PENYTALMIO - IEPXKU €€ B YUCTOTE M 3a1aBaii cebe BOIpOC:
XoTea Obl Thl, YTOOBI APYrHe MOJIb30BATENU BUJEIH, UYTO Thl 3arpyxaeuib?
[Tonymaii, mpexe 4em YyTo-TO OMyOJIMKOBAaTh, HAMMCATh U 3arPy3UTh;

+ Eciv Tl TOBOpUIIL C IIOIBMH, KOTOPBIX HE 3HAEIlb, HE MCIIOIB3YH CBOE
peanbHOE MMS U JAPYTyIO JIMYHYI0 HH(OpMAaLMU: UMS, MECTO >KUTEIbCTBA,
MeCTO y4eObl ¥ TIpOYEE;

+ Ms36eraii pasmemenus Qororpaduii B MHTEepHETE, e Thl M300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOXHO OIIPEAEIUTH TBOE MECTOIIOJIOKEHUE;

+ [Ipu perucrpanuy B CONUAILHON CETU HEOOXOAUMO MCIIOIB30BaTh CIOXKHBIE
apoJju, COCTOSIINE U3 OYKB U LIU(PP U ¢ KOJUIECTBOM 3HAKOB HE MeHee 8;

* JlJ1s COLMANbHOM CETH, IOYTHl U JPYTUX CAaiTOB HEOOXOIMMO HCIONB30BAThH
pasHble maponu. Toraa eciu TeOst B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIy4YaT
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

JJIEKTPOHHBIE IEHbI'H
DNEeKTPOHHBIE JICHBI'M - 3TO OYECHBb YJIOOHBIM CIOCOO TUIATEXKEH, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPHIE XOTAT MOJYYUTh 3TU JECHBIH.

DNEKTPOHHBIE JIEHBI'U MOSBUIIMCH COBCEM HEJIaBHO M UMEHHO M3-3a 3TOTO BO
MHOTHX TOCY/IapCTBaxX J0 CUX IMOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccum sxe oHM (YyHKIIMOHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, TJIC
WX pa3leNaioT Ha HECKOIbKO BHUJIOB - AaHOHMMHBIEC M HE aHOHUMHBIC. Pa3Huiia B
TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcsi MPOBOAUTH omepanuu 0e3
UACHTU(UKAIIMM ~ TIONb30BaTENsl, a B HE AHOHUMHBIX WICHTH(PUKAIIMS
MOJIB30BATEIIA SIBISIETCS] 00S3aTEIBHON.

Taxxe crnemyetr pa3nuuarh DJJICKTPOHHBIE (HUaTHBIE JEHBIH (PaBHBI
TOCY/IapCTBEHHBIM BAJIOTaAM) W D3JEKTPOHHBIC HedUaTHBIC ICHBIW (HE DPABHBI
rOCY/IapCTBEHHBIM BaIFOTaM).

@ WebMoney OCHOBHBIE COBeThI MO 0€30MACHOI
( & % , padoTe ¢ 3IeKTPOHHBIMH I€HbIAMH:
z / » IlpuBskum K cuyeTy MOOMIIBHBIN
QIwi Aunexc N teneoH. DTO cambli yIOOHBIA U

OBICTPBIA CTIOCOO BOCCTAaHOBUTH JOCTYII
Kk cuery. llpuBsizanubiii  TenedoH

IIeHbri &)




MIOMOKET, €CIU 3a0yAellb CBOM IUIATEKHBIN MAapOJb WU 3aiiIellb Ha CAlT C
HE3HAKOMOI'0 YCTPOWCTBA;

HUcnone3yrt opnopaszoBbie maposuu. Ilocne mepexoma Ha YCUIEHHYIO
aBTopu3aluio TeOe yxke He Oylner yrpoxaTb ONAcHOCTb KpaKu WU
nepexBara IaTeXKHOro napoJs;

Breibepu cioxubiii mapoinb. IlpectynHukam OyAeT HE MNpOCTO yrajaartb
CJI0’KHBIN mapoiib. HanexxHsle mapoau - 3TO MapoJid, KOTOPBIE COAEpkKAT He
MeHee &8 3HAKOB M BKIIIOYAIOT B C€0S CTPOUYHBIE U TPONUCHBIE OYKBBHI,
muppel UM HECKOJbKO CHMBOJIOB, TaKuM€ Kak 3HAaK Joiuiapa, (yHTa,
BOCKJIMIIATE/bHBIN 3HaK u T.1m. Hampumep, $tRONg!;

» He BBOJHM CBOM JIMYHBIC JaHHBIC HaA CaﬁTaX, KOTOPBIM HC JOBCPACIUID.

JJIEKTPOHHAS MMOYTAa

QHGKTPOHHEUI moyura - 3TO TCXHOJOTUA U IMPCAOCTABIIACMBIC CHO YCIYI'U I10

NEPECHUIKE U TMOJYUYEHUIO JIEKTPOHHBIX COOOLIEHUHN, KOTOPbIE pacTpeeIsItOTCs
B KOMIIbIOTepHON ceTH. OOBIYHO SJEKTPOHHBIA TOYTOBBIA SIIUK BBITJISIUAT
CJIeIYIOUIUM oOpa3zom:

UMS_TI0JIb30BaTEIISI(@WUMS_JIOMEHa.
Taxke Kpome mepeaaud MPOCTOrO
TEKCTa, UMeEEeTCs BO3MOKHOCTb
nepenaBath (Qailibl.

OCHOBHBIE COBeTHI 10 0e30macHOM
padoTe ¢ 3JIeKTPOHHOI MOYTOM:

Hano BBIOPATh MPABUJIbHBIN
MMOYTOBBIM cepBUC. B uHTEpHETE
€CTh OTPOMHBIA BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIE
JIOBEPSATH TEM, KOT'O 3HACIIb U KTO MEPBbIA B PEUTUHIE;

He yxa3piBaii B nuYHON MoYTe JUYHYI0 HHpopManuo. Hanpumep, mydire
BBIOpATh «MY3BIKATBHBINA (haHaT(@» uinu «pok2013» BmecTo «Temal3»;
Hcnonp3yii IByX3TalHYI0 aBTOPU3ALMIO. DTO KOT/Ia TOMUMO MapoJid HY>KHO
BBOJIUTH KOJI, MPUCHIIaeMbIi 10 SMS;

Bri6epu cimosxHbIN 11apoitb. JIJIS KakI0ro MOYTOBOTO SIITUKA JOJKEH OBITh
CBOU HAJEXKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

Ecnn ectp BO3MOXKHOCTH HammcaTh CamMOMYy CBOW JIMYHBIM BOIPOC,
HCMOJIb3YH 3TY BO3MOXHOCTB;

Hcnone3yli HECKOJBKO TOYTOBBIX SIIUKOB. IlepBbId s YacTHOM
MEPENUCKU C ajapecaramMH, KOTOPHIM Tbl JOBEpSCIb. IJTO 3JIEKTPOHHBIN
aZpec He HaJI0 UCTIOIh30BATh IPH PETHCTPAINK HAa (POopyMax U calTax;

He otkpbiBail (aitnibl U Apyrue BIOXKEHUS B MHUChbMax, JaXe €CIU OHU
MPUIIUIK OT TBOUX Apy3el. Jlydille yToOuHM y HUX, OTOPABIISUIM JIU OHU TeOe
3T (ailiibl;

[locne okoHuanusi padOTBI HA IIOYTOBOM CEpPBHUCE MEpel 3aKpPhITHEM




BKJIaJIKH C CAiTOM He 3a0y/ib Ha)KaTh Ha «BeIATH».

KnoepOyuIMHT MJIM BUPTYaJIbHOE U3/1€BATEJIHLCTBO

KubepOymmunar - mpeciegoBaHue COOOIIECHUSMH, COAEPKAIIUMHU OCKOpOJIEHUS,
arpeccHio, 3alyruBaHue; XYJIUTAaHCTBO; COLMATbHOE OOWKOTUPOBAHUE C MOMOIIBIO
Pa3TUYHBIX HHTCPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 110 00pble ¢ KNOEpPOYJJIMHIOM

= He Opocaiics B 60ii. Jlyumuii cioco0: MOCOBETOBATHCS KaK ceOsl BECTH H,
€CJIM HET TOTO, K KOMY MOKHO 0OpaTUThCS, TO BHaYalle yCoKouTbesa. Ecnu
Thl HAYHEIIb OTBEYATh OCKOPOJEHUSIMU HAa OCKOPOJICHMS, TO TOJBKO eIlle
00JIbIIIEe Pa30XIKEIIb KOH(IIHUKT;

* VnpaBidii cBoel kubeppenyTaimei;

* AHOHMMHOCTbH B c€TH MHUMAas. CyIIECTBYIOT CITIOCOOBI BBISICHUTb, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

* He crouT BecTHM XyJIUTraHCKuW oOpa3 BUPTyalbHOM >xku3HU. HHTepHer
buKkcupyeT Bce TBOM JEHCTBUS U COXPAHACT UX. Y JAIUTh UX OYyJeT KpaiiHe

3aTPYAHUTECIILHO; : ” } | r“ v
» (CoOmomaii  CBOIO BUPTYaJIbHYIO 4YECTb ‘
CMOJIOAY; P
* Urnopupyu EIMHUYHBIN HETaTUB.
OnHopa3zoBbie OCKOpOUTEIbHBIE
COOOIICHHUS Jy4lie UTHOPUPOBATD.

OOblyHO arpeccus TpeKpalmiaeTrcs Ha
HayajabHOM CTaHU;

» ban arpeccopa. B mporpammax oOmeHa
MTHOBEHHBIMU COOOIIECHUSIMU, B COILMAJBHBIX CETAX €CTh BO3MOXXHOCTH
OJIOKMPOBKHU OTIPaBKH COOOIIEHUM C ONPE/ICTICHHBIX aJIpECOB;

*» Ecnu Tel cBuaeTenb KuOepOyuiuHra. TBOW AEHCTBUS: BBICTYNHUTH MPOTUB
npecieaoBaTens, IOoKa3aTb €My, 4YTO €ro JCHCTBUS OLIEHUBAIOTCS
HETaTUBHO, TOAJIEPXKATh JKEPTBY, KOTOPOW HYKHA ICUXOJOTHYECKas
MTOMOIIb, COOOIIUTH B3POCIBIM O (PaKTE arpeCCUBHOTO MOBEACHUS B CETH.

MoOuabHbIN TegaepoH

CoBpemenHbie cMapThOHBI W IUIAHIIETHI COAEPKAT B ceO€ BIOJHE B3POCIBINA
(GyHKIIMOHAN, W TENeph OHH MOTYT KOHKYpPHUPOBATh
CO CTallMOHapHBIMM  KoMmIbioTepamMu. OmaHako,
CPEIICTB 3alUTHI ISl TOAOOHBIX YCTPOWCTB IOKa
O4YEHb Majo. TecTUpOBaHUE U MOUCK YSA3BUMOCTEU B
HHUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak s 1K,
TO 7K€ CaMO€ KacaeTcsi U MOOUJIbHBIX MPUII0KEHUH.

CoBpeMmeHHBIE ~ MOOUJBHBIE  Opay3epbl  yxe




MPAaKTHYECKU JOTHAIN HACTOJBHBIC aHAJIOTH, OJHAKO pacIiiupeHue (yHKIIMOHAIa
BJIEYET 3a CO00 OOMBIIYIO CI0KHOCTh U MEHBIIYIO 3aIIMILEHHOCTb.
Jlaneko He Bce MPOM3BOIUTENN BBITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE
KPUTHYECKUE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIs1 0€30MaCHOCTH MOOMJIBHOTIO TeJiedoHa:
¢ Huuero He sBiseTcs MO-HACTOALIEMY OecIIaTHBIM. Byab ocTOopokeH, Bedb
Korja Tebe mpejuiaraloT OecrlaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAaKHe-TO IJIATHBIE YCIIYTH;
» Jlymaii, npexae yem otnpaBuTh SMS, ¢boTto unu Buzaeo. Thl TOYHO 3HAEUIb,
r7ie OHU OYIyT B KOHEUHOM UTOTE?
Heo0xon1mMo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Hcnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JJ1s1 MOOUJIBHBIX TeJIe(OHOB;
He 3arpyxail npunokeHuss OT HEU3BECTHOIO HMCTOYHHKA, BEAb OHU MOTYT
coJiepKaTh BPEJIOHOCHOE MPOrpaMMHOE 00eCIieYeHHE;
% [locne Toro xak Thl BBIIJCIIb C cailTa, TJie¢ BBOAWI JIMYHYIO HH(POPMALIUIO,
3aiiiu B HACTPOIKU Opay3epa u yaaim cookies;
s Ilepuoguyecku mpoBepsid, KaKUE IUIATHBIE YCIYyTHM aKTUBUPOBAaHbI HA TBOEM
HOMEDE;
¢ JlaBaii cBoil HOMEp MOOWJIBHOTO TelepOHA TOJIBKO JIIOJSAM, KOTOPBIX ThI
3Haellb U KoMy JoBepselb; Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTAA Thl
UM He nosib3yenibes. He 3a0biBail nHOTJa MPOBEPATH ITO.

R/ 7/ 7/
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Online urpel

CoBpeMeHHBIE  OHJIAMH-UTPBI - OTO  KPACOYHBIE, 3aXBaThIBAIOIIHE
pasBiIcUCHUS, OOBECAMHSIONINEG COTHH THICSY YEJIOBEK IO Beemy mupy. Mrpokwm
HCCIIEYIOT JaHHBIM MM MUp, OOIIAIOTCS JIPYr C JAPYTOM, BBITIOTHSIOT 3aJaHus,
CpaXaroTCgd C MOHCTpAaMHM MU IIOJIYYarOT OIIBIT. 3a YAOBOJIbCTBUC OHH ILJIATAT!
MOKYTIAIOT JUCK, OIJIAYMBAIOT AOOHEMEHT WJIU IPUOOPETaAI0T KaKUE-TO OIIIUH.

Bce a1u cpeacTBa uayT Ha MoAepKAHUE U PA3BUTHE UTPHI, @ TAKKE HA caMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbI aBTOPHU3AIUH, BHIITYCKAIOTCS HOBBIC
natyr  (MUQPOBBIE 3aIUIATKU JUIsl TPOTpamMM), 3aKPBIBAIOTCS  YS3BUMOCTH
CEepBEPOB.

B momoOHBIX Wrpax CTOUT OmMacaTtbCs HE CTOJNBKO CBOUX COTIEPHUKOB,
CKOJIBKO Kpa)XKW TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPHU3AlUU
OOJNBIIMHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30MACHOCTH TBOET0 HIPOBOIO aKKayHTa
¢ Ecnu npyroii urpok Bener ceOs IIOX0 WIH

co3gaeT Tede HENPUATHOCTH, 3a0JIOKHUPYM
€ro B CIIMCKE UTPOKOB;

¢ Tloxanmyiicss aJIMUHUCTpaTOpaM WIPhI Ha
IJI0X0€ MOBEJICHUE 3TOTO UTPOKA,
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%

7/ 7/ 7/
0’0 0’0 0’0

YKEJIATEJIbHO IPWIOKUTH KaKUe-TO JOKAa3aTeJIbCTBA B BUJIE CKPUHOB;
He yxa3biBaii tuuHy0 HHQOpMaLKIo B podaiisie urpsl;

YBaxal Ipyrux y4aCTHUKOB II0 UIPE;

He ycranaBnuBaii HeouIMaIbHbIE TATYH U MO/IBI;

Hcnosnb3yli ci10)KHBIE U pa3HbIE IAPOJIH;

Jlaxe BO BpeMs UIpbl HE CTOUT OTKJIKOYATh aHTUBUpPYC. 1Ioka Tl urpaemisp,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIINHT 1IN Kpaka JUYHBIX JAaHHbIX

OOb1yHOM Kpaxceﬁ ACHCT U JOKYMCHTOB CCIrOJJHA YK€ HUKOI'O HC YAUBUIID,

HO C pPa3BUTUCM I/IHTepHeT-TeXHOJIOFI/Iﬁ 3JIOYMBINIJICHHHUKHU TICPCMCCTUIINCH B
HWHTCPHCT, U IIPOJOJIKAOT 3aHUMATHCA «ITHOOMMBIM» ACIIOM.

Tak nosBUJIach HOBas yrpo3a: HHTCPHCT-MOHICHHUYCCTBA WU (1)I/IIIII/IHF,

rJIaBHAsl 11€JIb KOTOPOTO COCTOUT B TOJYYEHMHM KOH(MUIECHUMAIBHBIX JTaHHBIX
noJib30Bartesiell - JIOTMHOB W mapojeil. Ha anrnuiickom si3bike phishing unuraercs

kak ¢umuHr (ot fishing - peiOHas nosis, password -

aposb).
AWN000 ; ».
. 01100’ 433100 111455,
OcHoBHBIE cOBeTHI 10 00pbOe ¢ GUIIMHTOM , 100 2688
v Cneam  3a cBoMM akkayHTOM. Eciu  Tbl i phishing

DN

MONO3PEBACIIb, 4YTO TBOS  AHKETa  Obla [NEZerrITPRIIRe
B3JIOMaHa, TO HEOOXOINMO 3a0JIOKHPOBATD €¢ 1 SStNEtpr e
COOOIINTh aAMHUHUCTPATOPAM PECYpPca 00 ITOM It

KaK MOKHO CKOpee;

Hcnonw3yii Ge3omacHbie BeO-CalWThl, B TOM YHCIIe, UHTCPHET-MAarasuHoB U
MTOMCKOBBIX CUCTEM;

Hcnonws3yii crmoxkHBIE W pa3Hble Mapoid. Takum oOpa3om, ecim TeOs
B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH TOTy4aT JOCTYII TOJIBKO K OJTHOMY TBOEMY
Ipo(HITIO B CETH, a HE KO BCEM;

Ecmu T1ebs B3momanmu, TO HEOOXOAMMO WPEAYNpPEeIUTbh BCEX CBOHUX
3HAKOMBIX, KOTOpbIE€ J00aBleHBI Yy TeOS B JPYy3bsAX, O TOM, 4YTO TeOs
B3JIOMAJIM ¥, BO3MOXXHO, OT TBOETO WMEHHU OyIeT pacChulaTbCs CIaM U
CCBUTKH Ha (DUIIIMHTOBBIC CAMUTHI;

YcranoBu Hagexubii napois (PIN) Ha MOOWIBHEIN TenedoH;

OTkr0uM cCoXpaHeHue nmapoJsis B Opaysepe;

He otkpbiBail (aitnibl U Apyrue BIOXKEHUS B MHUCbMAaxX, AaXe €CIU OHU
NPUIILIA OT TBOUX Jipy3el. Jlydine yTouHu y HUX, OTIIPABISIIN U OHU TeOe
3TH (hailibl.




Hu¢posas penyrauus

[MuppoBas  penyraumst -  3TO
HeraTuBHast WIH NO3UTUBHAA
uHpopmaisi B cetm O  TeOe.
Kommnpomerupyromias uH(popmarus,
pa3MelleHHass B  WHTEpPHETE, MOXKET
CEephe3HBIM 00pa3oM  OTpa3uUThCS Ha
TBOEH peanbHOU *u3HU. «L{udpoBas pemyrauus» - 370 TBOM UMUK, KOTOPBIH
dbopmupyertcst u3 uHpopmaluu o Tebe B UHTEPHETE.

TBoe MecTo IKUTENbCTBA, Yy4eObl, TBOE (PHUHAHCOBOE TIOJOXKEHUE,
0COOEHHOCTH XapaKTepa U paccKas3bl O OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K MYyONHMKAIMH JTUIHON
nHpopmaiu B MiHTepHETE, HE TIOHUMAasi BOSMOXHBIX MOCIEACTBHMA. Thl maxe He
CMOXeEIIb J0TralaThbcs O TOM, uTO (oTorpadusi, pasMelIeHHas 5 JeT Ha3aj, crajia
NPUYMHOMN OTKa3a MPHUHATH TeOst Ha paboTy.

KommenTapuu, pasmemnienue TBoux gororpaduit u qpyrue IeHCTBHUS MOTYT
HE WCYE3HYTh JaKe IOCJIe TOTO, KaK Thl WX YHAIWIIb. Tbl HE 3HACIIb, KTO
COXpaHWJ 3Ty HWHPOpPMaNHIo, TOoNaja JIM OHAa B TIOWCKOBBIE CHCTEMBI |
COXpaHWJIach JIU OHA, a TJaBHOE: YTO MOJAYMAIOT O Tebe OKpYXKarollue JIIOIH,
KOTOpBIe HAWIyT M YBUIAT 3T0. HaliTh mHpOpMAaLNIO MHOTO JIET CITYCTSI CMOKET
11000 - Kak U3 JA0OpBIX MOOYKACHUH, TaK M C HaMEpEHHEM NPUYMHUTH BPE.
3TO MOXeET OBITh KTO yT'OJHO.

OcHOBHBIE COBETHI 110 3a1UTEe HU(PPOBOH penyTaALHU:
» Tlogymaii, mpexae 4eM uTo-TO NMyOJMKOBaTh W MepeaBaTh y ceOs B Oyore
WIN B COITUAJILHOM CETH;
» B Hacrpoiikax npoduis YCTaHOBH OTIPAaHMYCHHS HAa IPOCMOTP TBOETO
npodUIIs U ero COACPKUMOTO, CAENal ero TOIbKO IS APy3en»;
» He pasmemiaii u He yka3piBail MH(]OpMaIKIO, KOTOpass MOXKET KOTro-JIn0o
OCKOPOJIATH WIIH OOMIKATh.

ABTOpPCKOE NPaBo

CoBpeMEHHBIC IIKOJIGHUKH - AaKTHUBHBIC IOJIB30BATEH  ITU(PPOBOTO
npocTpaHcTBa. OgHAKO JaJieKO HE BCE 3HAIOT, YTO TMOJH30BAHME MHOTHMHU
BO3MOXHOCTSIMH ~ IM(poBOTO  MHpa TpeOyeT coONroAeHWs TpaB  Ha
MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun CMHTEJUICKTyaJTbHas
COOCTBEHHOCTB»  OTHOCHTCS K  Pa3IdIHBIM
TBOPEHHSIM YEJIOBEUCCKOr0 yMa, HAYMHAs ¢ HOBBIX
M300peTeHW W 3HAKOB, 0003HaYaAIITUX
COOCTBEHHOCTh Ha TPOAYKTHI HM YCIyTd, |




3aKaH4YMBas KHUTramH, QororpadusimMu, KUHOQUIBMAMU U MY3bIKAJIbHBIMU
ITPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha HHTEJJIEKTyaJbHYI0 COOCTBEHHOCTHh Ha
IIPOU3BEICHUS HAYKH, JTUTEPATYPbl U UCKYCCTBA. ABTOPCKHUE MPaBa BBHICTYNAIOT B
KAauecTBE TapaHTHHM TOTrO, YTO HMHTEJUIEKTYaJIbHBINA/TBOPUECKUN TPy aBTOpa HE
OyIeT HampacHbIM, JacT €My CHpaBeIJMBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOEro TpyJa, MOJYYUTh HM3BECTHOCTh M Npu3HaHue. Hukro Oe3
pa3pelIeHus aBTOpa HE MOXET BOCIPOU3BOAUTH €r0  IPOU3BEIICHMUE,
pacupoCTpaHsITh, MYOJIMYHO JEMOHCTPUPOBATH, NIpPOJaBaTh, HUMIOPTUPOBATH,
NyCcKaTh B MPOKaT, MyOJUYHO UCIOJIHATH, MOKA3bIBATH/UCHOJIHATh B 3Upe WU
pa3meniate B IHTEpHETE.

Hcnonb3oBaHue  «IUPATCKOr0» MPOTPAMMHOIO  OOECHEYEeHHUS] MOMKET
OPUBECTH K MHOTMM pHCKaM: OT NOTEPU JAHHBIX K TBOMM AaKKayHTaM J0
OJIOKUPOBKU TBOET'O YCTPOMCTBA, I/I€ YCTAHOBJIEHA HeJleranbHas nporpamMma. He
CTOUT TaKXke 3a0bIBaTh, UTO CYIIECTBYIOT JieTaJIbHbIE M OECIUIaTHBIE MPOTPAMMBI,
KOTOpPbIE MOYKHO HAalTH B CETH.

O nopraJe

CeTeBI/I"IOK.p(l) - TBOM TJIaBHBIA COBETUMK B CETH. 3JICCB Thl MOXKCIIb Y3HATb
0 0€30IMaCHOCTH B CETH IMOHSITHBIM H AOCTYIIHBIM S3BIKOM, a IIPXU BO3HUKHOBCHHUH
KpHTH‘IGCKOﬁ CUuTyannuu 06paTI/ITBCSI 3a COBETOM. A TaKxe IMPpUHATL Yy4aCTHUC B
KOHKYpCaX U CTaTb CaMbIM HI/I(l)pOBBIM Fpa)K,ZIaHI/IHOM!



